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- Bidder must be Gold or Platinum Authorized Partner for proposed item

- Bidder must have minimum two certified engineers from manufacturer for the proposed
item.

- Bidder must mention minimum three similar references same to the requested solution

Al 4 skl 5510 28
Server
Red Hat License
SAN Switch
Virtualization Software
SAN Storage Area Network
Network Professional Service
Backup Hardware
Tape Library
Enterprise Backup Software
L3 Core Switch
Next Generation Firewall
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Item 1:\ Rack Server

Category

Features

Global Recognition

The vender should be listed in the LEADERS/challenger quadrant of Gartner last year 2019 “Primary
Storage Magic Quadrant 2019”

Processor

2 X Intel Xeon Gold 6240 (2.6GHz , 18 Core/36 TH , 24.75 Cache , Turbo)

Memory

512 GB RAM (16X 32 GB) DDR4 2933MT/s RDIMM expandable up to min 1TB of RAM

Memory Slots

Support 24 DDR4 DIMM Slots

Storages

Supports Up to 8 SAS/SSD/SATA 2.5 Inch from day one

2X 300 GB-2.5-inch SAS 12Gb/s 15 K rpm Hot plug

RAID controller with 8 GB DDR5 /NV cashe cache Support RAID 0/1 /5

Connections

2 x10 GE + 2 x 1 GE Network Ports

2 X(8/16) Gbps Dual fiber channel ports

Ports / slots

Minimum 4 USB

Minimum 2 PCle Slots Free

1 x VGA Port =1 X Ethernet Management Port

Power/cooling

220 — 250 VAC / 50Hz Redundant Hot-Pluggable Power supply

Hot-plug redundant fans

Enough cooling dissipation designed to enable working continuously (24 /7) without overheating

Form Factor

2U Rack with and all accessories needed to be installed the servers in the cabinet

3 Years warranty (Mother Company/manufacture support) parts and Labor on Site.

Warranty .
Three years local support from Bidder
Support OS Windows Server 2012, VMWARE VSphere6.7 , Hyper-V , SUSE Linux and Red Hat Enterprise
PP Linux 7, ORACL LINUX
All Parts Must Be Main Provider Parts Number
Power Cord 10 Amp 2-meter c13-c14 QTY 2

Rack Accessories

All rack Accessories need for cabinet should be provided

Item 2:\ Red Hat licenses

Red hat Enterprise Linux Operation System 7.0

Item 3:\ - SAN Switch

Fibe Channel Switch With 24 Port

Performance 32/16/8 Ghps

12 FC ports active 16 Gb/s (licensed and SFPs installed)
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Aggrigate Bandwidth 750 Gb/s

Management through Ethernet 10/100

Item 4:\ Virtualization software

Manage all Virtual Instant through one Console “ vCenter ”

Rapid and quick provisioning of multiplatform operating systems and servers

Migrate all existing physical infrastructure to the virtualization infrastructure P2V services by the bidder

Should support Automate Disaster Recovery Business Continuity procedures for failover and failback

Should support both array-based and host-based replication of the virtual infrastructure for the Disaster Recovery site, thereby
ensuring most recent data is available at the DR site in case of a disaster

Support to Implement site level failover for WAN networks in case of disaster to ensure services availability using a global
traffic management technology appliance

Support Expedite the use of advanced virtualization clustering solutions thereby enabling new levels of availability and business
continuity

Centralized management for the virtualization infrastructure

Virtualize enterprise applications such as Exchange, SQL and SharePoint

Improve the backup system by providing faster backups

Provide higher performance on servers as disk and backup tasks are managed externally via the SAN

Ability to create Virtual Server-level snapshots for rollback and patching

Save on storage allocation with virtualization and storage level thin provisioning

Provide a standardized hypervisor platform for server and desktop virtualization

Support Multiple Linux OS’s as a guest: not Only (Red hat, SUSE, CentOS ).

Should have system reliability and speed via new FcoE connected blade servers with fabric interconnect and fabric extender
technologies with lossless communication

Item 5:\ 5- Storage Area Network (SAN)

Features Minimum Required Specification

The vender should be listed in the LEADERS/challenger quadrant of Gartner last year 2019 “Primary

Global Recognition Storage Magic Quadrant 2019”

Classification Classify as mid-range Size Storage SAN by Vendor

Host Connectivity Should support for FC 16 Gbps and 10 Gbe Ethernet

Unified Storage Architecture (FC, ISCSI, CIFS, NFS) (enabled from day one)

Storage Architecture
No single point of failure for all storage components

Type Rack industry-standard rack

Storage Controllers Two Active/Active Controller
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System memory
(cache) per controller

64 GB minimum per controller upgradable " Just by adding Memory in Future "

Host Interface

4x16 Gb/s Fiber Channel (FC),

4 port 1GB Ethernet Base-T

Operating System

Heterogeneous OS Microsoft Windows, Solaris and AlX, Linux

Active Feature and
licensed from day one

All the below license should be licensed and included for the maximum capacity of the storage
proposed from day one:

Automated Storage Tiring

Compression & Deduplication or data reduction

QoS Quality of Service

Replication (Sync/Async)

Snapshot and clone

Dynamic Capacity Management S/W (Thin Provisioning & Thin Conversion)

Workload support

support for all types of common applications and platforms with an intermix of any workload type
environments: OL TP and Sequential

Support Drive

(SAS 10K and 15K) ,( NL-SAS) and SSD

Back End
Connectivity

12 Gb/s SAS

Minimum Required
RAW Capacity

18 TBraw SAS 10K, (10 TB SAS ,(8TB SSD at least 5 Disk )

113

Guarantee at least 10 disk slot free

Raid Support

0/1/10/5/6

Cables

All Required cables power and Fiber cables for this project should be provided

Manageability

Web or GUI based Management software supporting local and remote administration

The management software should provide the capability to manage the storage array. Management
Appliance or server should be provided if required.

License

license should include support for Active clusters on UNIX, Windows, Linux, and VMware Storage
system must be ready to connect to the maximum number of hosts supported by the storage

others

The proposed storage solution should have full redundancy and have no single point of failure.

-proposed storage controller should have a technology which protects the write cache in case of power
failure

the proposed Storage to support direct attached host for FC and iSCSI

-proposed storage controller should have a technology which protects the write cache in case of power
failure

-Storage System must support automated tiered storage across all the drive types of SSD,
SAS15K/10K, NL-SAS 7.2K

- Management software should provide easy steps, and advanced monitoring functions.

Warranty and support
24/7

Three years 24/7 mother company ,

Three years local support from Bidder
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Item 6:\ Network Professional service

Implement new Design for Network and Reconfigure all Switched to Minimize Collision and Eliminate network Bottlenecks

No cabling Required

Item 7:\ Backup Server Rack Server

Category

Features

Global Recognition

The vender should be listed in the LEADERS/challenger quadrant of Gartner last year 2019 “Primary
Storage Magic Quadrant 2019

Processor

1 X Intel Xeon Silver 4214 (2.2G, 12C/24T, 16.5M Cache, Turbo)

Memory

4x16GB RDIMM, 2933MT/s, Dual Rank

expandable up to min 1TB of RAM

Memory Slots

Support 24 DDR4 DIMM Slots

Storage

Supports min 8 Hard drives

2X 600 GB SAS 12Gb/s 10 K rpm Hot plug

4x 2TB 2.5-inch NLSAS 12Gb/s Hard Drive 7.2k rpm Hot Plug. RAID controller with 4GB DDR4
cache Support RAID 0/1 /5

Connections

2x1GE Ports

2 x 16 Gbps fiber channel ports auto negotiation 8/16 Gbps

Ports / slots

Minimum 2 USB

Minimum 2PCle slots

Power/cooling

220 — 250 VAC / 50Hz Redundant Hot-Pluggable Power supply

Hot-plug redundant fans

Enough cooling dissipation designed to enable working continuously (24 /7) without overheating

Form Factor

Rack with and all accessories needed to be installed the servers in the Cabinet

3 Years warranty (Mother Company / vendor support) parts and Labor on Site.

Warranty
Three years local support from Bidder

Support OS Windows Server 2012, VMWARE vSphere, Hyper-V , SUSE Linux and Red Hat Enterprise Linux
All Parts Must Be Main Provider Parts Number

Power Cord 10 Amp 2meter c13-c14 gty 2

Rack Accessories

All rack Accessories need for cabinet should be provided
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Item 8 :\ Tape Liabrary

Compatability with offered Server

A brand that matches the need in-order for the work to be done.

Rack Mount standard Up to 3 U

Scalable Tape Library

Dual LTO-7 FC — HH Drive

Support use LTO 7 Tape Media

Auto aligning no mechanical or electrical adjustment

Auto-discovery of all components

Support for 24 tape Media from day one

browser-based remote library manager

LCD control panel and menu system for easy installation, configuration, operation and maintenance

Integrated barcode scanner

three-slot 1/O port

8GbFC

30 Tape LTO 7 “barcode labeled “

3 Cleaning Tape “barcode labeled “

Other Brand of tape media can be used

Redundant power Supply

item 9:-Enterprise Backup Solution

BACKUP SOFTWARE FUNCTIONALITY

Proposed license must be capacity based and include all licenses and features including but not limited to; backup clients,
application and database online backup agents, tape drives, tape libraries, replication, vaulting, advanced reporting for 2 TB

The solution must provide basic and advanced reporting including but not limited to; charge back reporting, deduplication
savings, backup statistics, failure reports, business level reporting for predictive forecast, backup and recovery SLA reporting,
self-service portal

Proposed license must include source deduplication, target deduplication, encryption, replication, and compression.

Backup Server should be supported to be deployed on UNIX, Linux, or Windows
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The reporting system should be capable to send email automatically on daily basis as attachments in .pdf, .csv and html format

The backup server can be hosted on Unix, Linux ,and windows based Platform

Applications, Databases, and Virtual Environment Support

Proposed software must support the attached application, Database, and Virtual servers

Bare Metal Recovery

The solution must provide native capabilities for bare metal recovery of both MS Windows 2008 /R2, 2012 / R2 ,2016 clients,
and open source DBs

The solution must provide native capabilities for bare metal recovery (fully automated recovery including OS, configuration,
application and data) of Linux, Solaris, AlX and HPUX clients without the need to use third party/native OS recovery/reimaging
utilities.

For D2D2T backup scenario, the solution must support recovering data directly from tapes without the need to re-stage It back to
disk/deduplication backup storage.

The software must support creation of simultaneous multiple backup copies rather than a separate copy session to create second
set/offsite backups

Item 10 :\ L3 core switch 48 port

Bidder should provide two core switches in high available setup

The core switch should be a non-modular switch 1 RU form-factor

The core switch should support 2.16 Tbps throughput

Each core switch should have at least 48 100M/1/10GBASE-T ports

Each core should have 4 ports at least as uplinks and capable to support 40G & 100G speed

Connectivity between core switches should be minimum through 2x 40G interfaces

Each core switch should have redundant AC power supplies.

Each core switch should have redundant fans

Core switches should support Software Defined Network (SDN) technology.

Core switch should support the static and dynamic routing protocols.

Open Shortest Path First (OSPF) Protocol, Border Gateway Protocol (BGP) , Intermediate System-to-Intermediate System (1S-
IS) Protocol (Layer 3 only) , Protocol Independent Multicast (PIM), which includes sparse mode, bidirectional mode, and Source
Specific Multicast (SSM) mode, Multicast Source Discovery Protocol (MSDP), Policy-Based Routing, and Generic Routing
Encapsulation (GRE) Tunnels.

Switch shall have Three Years warranty at least

Authorized Network Professional Training for two Person “Like CCNP “

American or European Brands
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Item 11 :\ Next Generation Firewall

The vender should be listed in the LEADERS quadrant of Gartner last year 2019 “Security Report 2019”.

Next Generation firewall with 3-Year subscription including IPS, URL filtering, Application Control,
Antispam, Antivirus.

The firewall should be recognized as one of the leaders in NSS Lab Report in 2019, in the “Recommended” quadrant.

Each Firewall should have at least 16x GE RJ45 slots, 8x GE SFP slots, and 4x 10GE SFP+ slots (2 multimode 10G
transceivers needed), 2x 40GE QSFP+ slots

Firewall should support local storage of minimum 800 GB SSD.

Each Firewall must have at least 80 Gbps Firewall throughputs.

Firewall latency must be (64 byte, UDP) 3 ps.

NGFW must support 8 Million concurrent sessions.

NGFW must support 500,000 new sessions per second.

NGFW must support 48 Gbps for IPsec VPN throughput.

NGFW must support virtual domains with at least 10 virtual domains.

NGFW must support 26 Gbps for Application control throughput.

It should provide 9.8 Gbps for NGFW throughput in Enterprise Traffic Mix.

NGFW must provide 8.4 Gbps SSL VPN Throughput.

It must have 12.5 Gbps (Enterprise Mix) IPS Throughput.

It must have 10 Gbps SSL inspection throughputs.

Each NGFW must have AC power supply.

Bidder should provide 1 Years and3 Year Warranty and License.

Company should provide local training on the offered item.
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2 Server 1
2 Red Hat License 2
2 SAN Switch 3
1 Virtualization Software 4
1 SAN Storage Area 5

Network

Network Professional

1 ) 6

Service
1 Backup Hardware 7
1 Tape Library 8

Enterprise Backup
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Software
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