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Solution requirements

Description Compliant | Comments
Yes or No

Vendor must be a reputable Company and present in cybersecurity business for at
least 15 years

Vendor experts must have proven experience in discovery of acknowledged
vulnerabilities

Vendor must possess a range of security intelligence services that demonstrate
overall strength in the domain

Vendor must be able to deliver trainings on ATP and/or EDR solution by request.
Trainings must be at least of two distinct types — one for deploying, administering
and maintaining solutions, another — for operating the solution from analyst
perspective.

Vendor must be able to deliver Incident Response services if needed.

Vendor should have Threat Intelligence propositions in its portfolio in a form of
downloadable reports, I0C data, regularly updated Threat Feeds, etc.

Vendor should be able deliver managed Threat Hunting services.

Vendor must have premium technical support proposition for Endpoint Protection,
EDR and ATP solution

To show the capability of the respondent's threat research or labs team, the vendor
must have a research team, which has published not less than 100 of papers on an
APT campaigns and Threat Actors during the last year.
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EDR solution Architecture and design

Description

Compliant
Yes or No

Comments

Suggested solution must support below operating systems:
Windows 7 SP1 Home / Professional / Enterprise 32-bit / 64-bit
Windows 8.1.1 Professional / Enterprise 32-bit / 64-bit

Windows 10 32-bit / 64-bit

Windows 11 Home / Pro / Pro for Workstations / Education / Enterprise.
Windows Server 2008 R2 Foundation / Standard / Enterprise 64-bit
Windows Server 2012 Foundation / Standard / Enterprise 64-bit
Windows Server 2012 R2 Foundation / Standard / Enterprise 64-bit
Windows Server 2016 Essentials / Standard / Datacenter 64-bit
Windows Server 2019 Essentials / Standard / Datacenter 64-bit
Windows Server 2022

The suggested solution must support integration with Sandbox with ability to
automatically scan endpoints and apply responses in case if suspicious activity has
been detected by the Sandbox.

The suggested solution must support integration with APT solution.

The suggested solution must support integration with Managed Detection and
Response service.

The suggested solution must support integration with threat intelligence portal,
which contains and displays information about the reputation of files and URLs

The suggested solution must support integration with cloud reputation service.

The suggested solution must support central management and analytics through on-
prem Web console and cloud management console. (Incident related data, System
status and health check data, Settings, etc.)

EDR agent must have integration with Endpoint Protection application (Single agent).
And must have integration with existing endpoint protection used by the
organization.

EDR and Endpoint Protection solutions must have a unified console for
administrators and analysts and has integration with existing endpoint management
system used by the organization.

10

Hardware platform where the solution is installed should be flexible for any upgrade
include network interfaces, RAM and CPU

Functional requirements

Description Compliant
Yes or No

Comments

Detection

The suggested solution must support automated detection of
malicious activity using Endpoint Protection solution and cloud
sandboxing technology.

The suggested solution must supplements verdict information from
Endpoint Protection solution with system artefacts about the
detection.

The suggested solution must support auto generation of threat
indicators (loC) after detection occurs with ability to apply response
action.

The solution must have the capability to force run loC scan across all
endpoints with installed EDR agents.

The suggested solution must support loC scanning run according to a
scheduler.

The suggested solution must support exporting of loC generated by
the solution to a file in OpenloC format.
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The suggested solution must generate detailed incident card related
to the detected threat on an endpoints.

An incident card must include at least the following
information about detected threat:

- Threat development chain graph (kill chain).

- Information about the device on which the
threat is detected (name, IP address, MAC
address, user list, operating system).

- General information about the detection,
including detection mode.

- Registry changes associated with the detection.
- History of the file presence on the device.

- Response actions performed by the application.

Threat development chain (kill chain) graph must provide
visual information about the objects involved in the
incident, for example, about key processes on the device,
network connections, libraries, registry, etc.

10

11

An incident card must present detailed view on system
artefacts and incident-related data for root cause analysis:

- Process spawning

- Network connections
- Registry changes

- Downloading object
- Dropped objects, etc.

The suggested solution must provide response guidance (guided
response).

12

The suggested solution must support ‘Single-click” response from
management console

31

The suggested solution must support at least the following response
actions that an administrator can perform when threats are detected:

J13

- Prevent object execution

213

- Host isolation.

o EDR solution must provide means of isolating machine
from the rest of the network in case of security incident,
while preserving controlled communication with agents’
administration and management server.

o EDR solution must support creating custom host isolation
rules (i.e. adding particular network resources to
exclusion e.g. DNS or selecting predefined profiles)

o EDR solution must support manual bringing host back
online from isolation.

313

- Delete object from host or group of hosts.
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A13 - Terminate a process on the device.
13 - Quarantine an object
o The suggested solution must support object recovery

from quarantine.
613 - Run system scan
13 .

- Remote program / process / command execution

813

- Start loC scan for a group of hosts.

Administration & Reporting

Description Compliant | Comments
Yes or No

1 The solution must have a unified policies, centralized reporting
and tasks execution within a Single-console for centralized

management — on-prem or cloud based.
2 The solution must have different administrators functions that have a
single interface/dashboard during sign on and controlled by privileges

and rights based on their functions (Administrator, Reviewer,

Investigator, etc.).

3 The suggested solution must support secure communication between
management console and endpoints with EDR agent
4 The suggested solution must support management of EDR agent
through command line interface

S5 Suggested solution must have inbuilt feature/module to collect the
data required for troubleshooting, without require a physical access

to the endpoint.
6 EDR agent must have self-defence mechanism to prevent agent
modifying agent-related files/system components entries etc.

7 The solution must allow the creation of accounts with different roles
used to administer the solution, just monitor the alerts, or review

changes

8 Administration server upgrade must not require installation from
scratch and losing settings, etc.

9 The solution should be able to send email notifications when certain
types of security alerts are generated.

10 The solution must support backup and restore.
11 The solution should be simple to install and operate, and not require
high-level skills from IT/Information Security staff

12 The solution should provide minimal impact on existing
IT/Information Security staff load

13 The solution should be able to work in autonomous mode without
access to external threat intelligence sources

14 Requirements for the solution documentation. A documentation for
EDR software, including administration tools, should include at

least online help for Administrators
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General Terms and Conditions

The following terms and conditions must be read carefully and understood by bidders:

It is the bidder's sole responsibility and on his own expenses to understand the site nature and environment

w

N o oA

10.
11.

12.

13.

14.

15.
16.

17.

and all requirements that are related to the tender or that may influence its pricing.

Yarmouk Water Company will determine to its satisfaction whether the bidder selected as having

submitted the lowest-evaluated responsive bid is qualified to satisfactorily perform the project.

The determination will consider the bidder's financial, technical and production capabilities.

Yarmouk Water Company will award the tender to the successful bidder whose bid has been

determined to be the most proper responsive bid, provided further that the bidder is determined to

be qualified to satisfactorily perform the contract.

Bidder must provide all necessary requirements to make the solution ready to work.

Compliance Sheet is required and must be filled.

Warranty, Software and support must be for Three years,

Licenses: all necessary licenses required for Three years.

Prices include onsite installation and configuration for the proposed solution (within three days

minimum).

Bidder must provide training onsite for the supposed solution.

The bidder shall provide annual site visits when required (at least 6 visits) without payment.

Activity date for the new licenses will be done by coordinating with Yarmouk Water Company /

Information and Communication Technology.

If no appropriate bidder offered a satisfactory proposal all or parts of the tender Yarmouk Water

Company has the right to cancel the tender with no further consequences.

The bidder who’s won the tender must sign a contract with Yarmouk Water Company that

explained all implementations phases.

The bidder who’s won the tender must provide Yarmouk Water Company a Full Documentation for

all parts of this project that should include: plans, deploy, configure, audit, test results.

The bidder must explain the delivery and implementation time frame .

Yarmouk Water Company is inviting Qualified bidder only to provide the requirements of

mentioned RFP .

Yarmouk Water Company have defined the following as mandatory qualifications requirements any

bidder dose not comply to any of them will be disqualified.

17.1bidder must be in business and a registered company in Jordan for at least 5 years

17.2bidder should have enough experience and certified technical staff to do the installation and
support , where it must have at least 3 local qualified and certified engineers to install and
support the offered solution , name, experience , certificates ,and CV’s of the staff who will do
the installation and support should be included .

17.3bidder should have valid partnership with the vendor of the offered solution, original
authorization letter from the mother company must be provided.
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